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INTERNET APPLIANCE INTEGRATING TELEPHONE FUNCTION 
SECURITY AND GUIDANCE FEATURES 

TECHNICAL FIELD 

The present invention relates in general to a method and system for integrating 
a telephone function within an Internet appliance, in particular to integrating a 
5 telephone function with security and guidance features. 



BACKGROUND INFORMATION 



10 



The two-way transmission of audio over an Internet protocol (IP) network is 
referred to as IP telephony. When used in a private Intranet or wide area network 
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(WAN), it is generally known as "voice over IP", or sometimes "VoIP". When the 
public Internet is the transport vehicle, it is referred to as "Internet telephony," 
however, both terms are used synonymously. 

Private networks are able to provide from good to excellent quality for voice 
5 transmission, matching that of the public switched telephone network (PSTN). Over 

the Internet, voice quality varies considerably; however, protocols that support quality 
of service (QoS) are expected to improve this condition. Nevertheless, Internet 
telephony means free voice calls as long as sending and receiving users have identical 
software that uses proprietary techniques or compatible software that uses the H.323 

10 standard. They must also be willing to talk from the personal computers (PCs) and to 

prearrange the times to talk. When users go online and launch their IP telephony 
client software, the session and current IP address is registered on a directory server 
on the Internet so that others may contact them. 

Using Internet telephony service providers (ITSPs), users can make 

15 PC-to-phone or phone-to-phone calls, using the Internet as the network backbone. 

ITSPs have been initially popular for international calls. Another IP telephony 
application is one where call centers can answer a question directly from a Web site. 
This voice integration is desired by user and vendor alike and is expected to flourish 
in the future. The IP protocol is either being used or being considered for future 

20 network backbones by all major telecommunications carriers. 

An Internet appliance is also sometimes called an "information appliance", 
a "smart appliance", and a "Web appliance". An Internet appliance is a device 
specialized for accessing e-mail and/or other data from the Web. Designed for 
simplicity, the Internet appliance either plugs into a telephone jack, cable jack, or uses 

25 a wireless connection to the Internet. Internet television (TV) services (e.g., WebTV) 

are also sometimes called Internet appliances. However, Internet TV services are 
designed for stationary use in the home, whereas an Internet appliance is typically 
very portable. Internet appliances exist which combine telephone and browser 
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functions. These Internet appliances may include voice-over-IP telephony function 
with methods for initiating a call from a web page "hot spot". A web page hot spot is 
an icon or part of a larger image used as a hyperlink to another document or file. 
When the hot spot is clicked, the linked material is searched for and displayed. A hot 
5 spot may be part of a larger image. For example, an image may have several hot 

spots, one for each of its components. When clicked, a greater explanation of the 
component is produced. Where hot spots begin and end determines how easy they are 
to select. 

Prior art Internet appliances, however, lack functionality to assure that the 
10 phone/browser appliance owner (person who "owns" the Internet appliance) is indeed 

the initiator of a call. This leaves the Internet appliance and the service open to 
identity-faking attacks which may result in unauthorized phone calls from the Internet 
appliance. If unauthorized phone calls occur over normal PSTN services, there could 
be considerable financial impact to the user and service provider. There also is no 
15 Internet appliance function to deal with incoming calls based upon origin of the call. 

Another deficiency with prior art Internet appliances, which provide telephony 
service, is that there is no way of ensuring that voice over IP telephony occurs 
between authorized nodes, especially in a Dynamic Host Configuration Protocol 
(DHCP) environment. In fact, it is difficult to identify users for voice over IP 
20 telephony in a DHCP environment where IP addressing is not static. 

Therefore there is a need for an Internet appliance that integrates telephone 
with security and guidance features. 



25 SUMMARY OF THE INVENTION 



An Internet appliance has a variety of physical connections to the Internet or a 
PSTN. These physical connections may comprise a non-concurrent shared PSTN and 
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Internet connection, two separate PSTN lines, or a single high speed line (e.g., DSL or 
cable modem) for concurrent communication of telephone and Internet information 
using a single communication line. Software and hardware provide telephone 
functionality so that a user may select a communication access number by a dialing 
5 action or by clicking a hot spot on a Web page. The Internet appliance alerts the user 

when a dialing action is requested (e.g., dialing a telephone number) so the user is 
aware even if a remote device is trying to access an access number using their Internet 
appliance facilities (e.g., make an unauthorized call). No matter how the 
communication access number is selected, the Internet appliance prompts the user to 

10 use one of a number of possible personal identification (authorization) means for 

identifying a user authorizing a use of the Internet appliance. These methods 
comprise, but are not limited to, smart card, PIN number entry, voice pattern 
recognition, or biometric data entry. The Internet appliance has a security protocol 
that is used to encrypt and decrypt the personal identification data. Also, the device 

15 drivers used to execute a dialing action are encrypted by the security protocol and are 

only decrypted on granting of authorized use of the Internet appliance. The Internet 
appliance also displays a connectivity cost alert based on the access number selected. 
The connectivity cost alert may include any known toll cost or just an alert that the 
selected access number (e.g., 1-900 calls) will bill a toll if completed. The user may 

20 abort an authorized access after viewing the connectivity cost alert. Once a user has 

been authorized for the communication access number, the user may also use the 
security protocol to send information over a communication link. Other embodiments 
of the present invention allow the user to use a built-in escrow key function to notify a 
trusted server of the user's current DHCP assigned IP address along with a key 

25 indicating authenticity of transmission so that voice over IP services between devices 

and web page server lookup may be performed in a DHCP environment without 
side-channel communication for call or web reference lookup. Other embodiments of 
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the present invention monitor incoming communication access source numbers to 
allow routing the incoming call to a user, an answering machine or other messaging or 
receiving device. 

The foregoing has outlined rather broadly the features and technical 
5 advantages of the present invention in order that the detailed description of the 

invention that follows may be better understood. Additional features and advantages 
of the invention will be described hereinafter which form the subject of the claims of 
the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present invention, and the 
advantages thereof, reference is now made to the following descriptions taken in 
conjunction with the accompanying drawings, in which: 

FIG. 1 is a flow diagram of method steps according to embodiments of the 
present invention; 

FIG. 2 is a block diagram of communication links according to embodiments 
of the present invention; 

FIG. 3 is a system level diagram illustrating Internet appliance units; 

FIG. 4 is a block diagram of system components used in embodiments of the 
present invention; 

FIG. 5 is a flow diagram of method steps for initializing an Internet appliance 
according to embodiments of the present invention; and 

FIG. 6 is a block diagram of a security processor function according to 
embodiments of the present invention. 
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DETAILED DESCRIPTION 



In the following description, numerous specific details are set forth to provide 
a thorough understanding of the present invention. However, it will be obvious to 
those skilled in the art that the present invention may be practiced without such 
specific details. In other instances, well-known circuits have been shown in block 
diagram form in order not to obscure the present invention in unnecessary detail. For 
the most part, details concerning timing considerations and the like may have been 
omitted in as much as such details are not necessary to obtain a complete 
understanding of the present invention and are within the skills of persons of ordinary 
skill in the relevant art. 

Refer now to the drawings wherein depicted elements are not necessarily 
shown to scale and wherein like or similar elements are designated by the same 
reference numeral through the several views. 

FIG. 2 illustrates a communication network according to embodiments of the 
present invention. An Internet appliance (IA) 201 is in the form of a display, a system 
unit and a keyboard entry device. IA 201 may have a dedicated Internet 
communication link 202 or a single telephone connection 204 or a second telephone 
connection 203. A dedicated Internet communication link 202 may be a broadband 
(e.g., cable, DSL, or other method) connection to the Internet 209. A single telephone 
(PSTN) connection 204 may use a digital subscriber line (DSL) hook up where 
telephone connection and an Internet connection may be made and maintained over a 
single copper line. Alternatively, single telephone connection 204 may be used for 
PSTN connections and a separate telephone line 203 may be used for simultaneous 
Internet connection. A PSTN switch 205 enables connections to telephones (e.g., 206 
and 207) as well as connection to the Internet 209 (e.g., via an Internet access 213) or 
to a telephone 214 via Internet access 212 and 213). Telephone connections may be 
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made from an IA 201 to another IA 208 via a direct Internet connection 202 through 
the Internet 209 and Internet access 211. In this manner, telephone connections may 
be made using standard PSTN protocol or via the Internet using Internet protocols. 
Embodiments of the present invention are designed to prevent a "stealth" or "hack" 
5 user from one IA (e.g., IA 208) from accessing another IA (e.g., IA 201) and using the 

facilities of IA 201 to place an unauthorized toll call. The unauthorized user would 
cause the owner of IA 201 to pay for a toll call that the owner did not make. Using 
embodiments of the present invention, the user of IA 201 would be alerted whenever 
a dialing action via IA 201 facilities was being requested. These requests would 

10 require the user of IA 201 to authorize the dialing action (using a personal 

identification means (PIM)) and subsequent connection before the dialing action 
would be initiated. Since authorization may be encrypted, a hacker would be further 
prevented from gaining access to communication via an unauthorized ICA. 

The following describes a built-in key escrow function used in embodiments 

15 of the present invention. When a user first receives and sets up his Internet appliance 

he uses a provided utility and security protocol to create (in a secure manner known to 
a knowledgeable practitioner) a Public/Private key pair. This becomes a device 
(Internet appliance) Public/Private key pair for further system operations requiring 
security. The device Private key is written into a secure hardware security processor 

20 component in the IA so that it is improbable or extremely difficult to obtain the 

Private key by physical dis-assembly or electronic/software attack of the device. The 
device Private key is made available within the IA by conventionally storing it in a 
memory unit as one would any other data item. The user now creates a user password 
(or PIM) and a separate user Public/Private key pair. The user encrypts the user PIM 

25 and the user Public/Private key combination using the device Private key. The 

encrypted user PIM and Private key are stored within the IA. As a result of this 
process, the user and the IA now have a unique identification. In general, to prove 
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that a message or communication originates from the authorized user on the unique 
device, the message or communication is sent to the hardware security processor to be 
encrypted with the user Private key. 

The user Private key is not immediately accessible, so it must first be 
5 decrypted from the encrypted user password/Private key element using the device 

Private key within the processor. The user now has the decrypted user Private key 
and user password. The security processor now compares the decrypted user 
password with a new one requested at this time (Internet appliance signals for user 
authorization in the form of a password). If the stored and entered passwords or 
10 authorization means match, the user Private key may now be used to "sign" the 

message by encrypting the message with this key. The encrypted message may now 
be encrypted by the widely available user Public key to authenticate the originator of 
the message. 

FIG. 5 illustrates method steps used to initialize a Internet appliance according 
15 to embodiments of the present invention. In step 501, security code including a 

security protocol is activated which generates a device (Internet appliance) 
Public/Private key. In step 502, the generated Public/Private key is stored into a 
storage unit in a secure processor. The device Public key that was generated in step 
502 is stored into a location accessible by system components in step 503. User 
20 password or personal identification means (PIM) (e.g., biometric data, or a literal 

password) and a user Public/Private key are created in step 504. In step 505, the user 
PIM and the user Private key are encrypted with the device Public key. In step 506, 
the encrypted user PIM and the user Private key are stored. In step 507, the system 
device drivers used to execute dialing actions are encrypted and stored. In step 508, 
25 the Internet appliance awaits a dialing action request. 

FIG. 1 is a flow diagram of method steps in embodiments of the present 
invention. In step 101, a user selects a communication access number. Selecting a 
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communication number may range from dialing a number using a key pad or a virtual 
keyboard on display 302 to clicking on a hot spot on an Internet web page. Entering a 
number in response to a dial tone or clicking on an Internet hot spot in effect requests, 
to an underling control mechanism, a communication link access using the requested 
5 access number. In step 102, the dialing action is requested from the ICA. In step 103, 

the user is alerted that a dialing action is requested via his IA facilities. In step 104, 
the user is prompted to enter a personal identification means (PIM) to authorize the 
dialing action whether the user initiates or the initiation is done remote from the ICA. 
According to embodiments of the present invention, the user is required to authorize 

10 any dialing request on the ICA. This also alerts the user when someone is trying to use 

the IA communication facilities. In step 105, the entered PIM is correlated with a 
retrieved decrypted PIM to authorize the requested communication link. In step 106, a 
test is done to determine whether the access (dialing action) is authorized. If the result 
of the test in step 106 is NO, then the access is rejected in step 107 and a return is 

15 initiated to step 101 awaiting selection of another communication access number. If 

the result of the test in step 106 is YES, then a corresponding device driver code is 
decrypted in step 108. The connectivity cost alert tells the user that a toll 
communication is about to take place. This may be in the form of an actual toll call 
rate, alerting that the call is a foreign or long distance call, or the fact that a 1-900 or 

20 like communication has been requested. The user may determine in response to the 

connectivity cost alert whether to proceed with the authorization. In step 109, a test is 
done to determine whether to proceed with the dialing action using the decrypted 
device drive code. If the result of the test in step 109 is NO, then in step 110 a 
connectivity cost alert is displayed to the user of the IA. A test is executed in step 115 

25 to determine whether to continue based on a user response to the connectivity cost alert 

in step 1 10. If the result of the test in step 1 15 is NO, then the dialing action is aborted 
in step 116 and a return is executed to step 101 awaiting another communication 
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access number. If the result of the test in step 1 15 is YES or the result of the test in 
step 109 is YES, then the dialing action is initiated in step 111. In step 112, a test is 
made to determine if the connection requested by the dialing action requires security 
protocol. If the result of the test in step 1 12 is NO, then in step 1 14 communication is 
5 done without security protocol and when completed a return is executed to step 101 

awaiting another communication access number. If the result of the test in step 1 12 is 
YES, then in step 113 communication is done with security protocol and a branch to 
step 101 is executed on completion. 

FIG. 3 is a system level diagram of an Internet appliance (IA) 300 according to 

10 embodiments of the present invention. Typically an IA 300 has many of the functional 

units of a personal computer (PC) but lacks the adaptability for adding a variety of 
storage units or other functional circuit cards. According to embodiments of the 
present invention, the IA 300 may have a central processing unit (CPU) 310 coupled to 
read only memory (ROM) 316 and random access memory (RAM) 314 via a system 

15 bus 312. A user interface 322 is used to couple a mouse 326, keyboard 301, a 

microphone 345 and a speaker 328. The user may use these devices to interface to and 
operate the IA 300. A display adapter 336 is used to couple display output data to a 
display 302. Since the IA 300 is used primarily to communicate via the Internet, the 
communication adapter 343 is a key component. Communication adapter 343 may 

20 house key circuits employed in embodiments of the present invention and provides 

interfaces with Modems (e.g., 307 and 308) which condition signals to communicate 
over lines 309. Lines 309 may comprise Cable connections, PSTN connections, DSL 
connections or possibly wireless (cellular, PCS or satellite) connections. Input/Output 
(I/O) adapter 304 is used to couple various PIMs (e.g., PIM 303) or a recording or 

25 answering device 306. A security processor 344 incorporating security protocol code 

and tamper proof storage is also coupled to bus 312. Security processor 344 is used 
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for initializing the system and encrypting and decrypting PIMs and communication 
information. 

FIG. 4 is more detailed diagram of circuits in embodiments of the present 
invention. A user (remote or local) may request a dialing action by entering a 
5 communication access number (e.g., a telephone number). This may be done by 

entering numbers on a keyboard 301, on a virtual dial pad on a display screen 302, 
voice recognition input (not shown) or by clicking a "hot spot" on display screen 302. 
The dialing action request would couple to dialing action controller (DTC) 405 via 
system interface 412. The DTC 405 would then signal to the user to input an 

10 authorization which may be entered via PIMs 409, 4 10 or 4 1 1 . The device driver that 

actually does the dialing action is not stored in useable form within the IA, rather, the 
device driver (or necessary portions of the driver) are encrypted, using the security 
protocol, and stored as non-functional code. For example, the device driver code may 
be exclusively-ORed with a random pattern and this non-functional code may be then 

15 stored in the IA memory. The random pattern is a signed static message (or portion 

thereof) generated by a security protocol (e.g. the Public/Private key method explained 
above). In order to restore function, the device driver it must again be 
exclusively-ORed with the same random patter, which must be regenerated from a 
PIM prompt in the manner described above. The now functional device driver code 

20 may now be used to perform the dialing action. This method protects the code and 

therefore the dialing action in a manner that is not subject to brute force attack, due to 
the long length (typically 1024 bits) used in the Public/Private key crypto-system. 
Embodiments of the present invention employ a hardware security processor in the 
device to protect the Private keys and to do the Public/Private key cryptographic 

25 functions. Other embodiments may use software to implement the same mechanism 

with less protection for the Private keys. Embodiments of the present invention may 
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obtain the PIM as described above using a hash of biometric data (e.g., fingerprint, 
retinal scan, etc.). 

The entered PIM is then compared with a previously stored PIM (e.g., in RAM 
314) within the security processor system. If the access is authorized, then the DTC 
5 405 sends appropriate signals over a Modem 406, 407 or 408 to establish a 

communication link. Incoming calls (with corresponding source numbers) received 
via Modems 406, 407 or 408 may be compared to stored numbers. These stored 
numbers may have been assigned responses such as; playing a pre-recorded message, 
recording the call (using answering or recording unit 412), or directing the call to 

10 another party via DTC 405 and the IA 300. DTC 405 may also send a connection cost 

alert to a user (e.g., display on 302) after an access has been authorized giving the user 
another option to either complete the connection or abort the dialing action request. 
The DTC 405, via the system interface 412, may also employ security encryption for 
communication on an established link. For Internet telephony, a user may use a 

15 built-in key escrow function (e.g.,using the method previously described in pg. 10 line 

20 to pg. 12 line 4) to notify a trusted server of a current Dynamic Host Configuration 
Protocol (DHCP) assigned Internet protocol (IP) address along with a "signature" 
indicating authenticity of transmission so that voice over IP services between devices 
and a web page server lookup may be performed in a DHCP environment without 

20 side-channel communication for call or web reference look-up. 

FIG. 6 is a block diagram of some elements of a security processor according to 
embodiments of the present invention. Security processor 600 is contained in a tamper 
proof area 601 with communication lines 605, Microcontroller 602 is the main 
processing element of the security processor 600. Encryption code 604 is the software 

25 that generates Public/Private keys according to embodiments of the present invention. 

Non- volatile memory 603 is used for Private key and encrypted data storage that must 
be maintained if power is lost. 
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Although the present invention and its advantages have been described in 
detail, it should be understood that various changes, substitutions and alterations can 
be made herein without departing from the spirit and scope of the invention as defined 
by the appended claims. 
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